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Abstract: 

Institutions can share intrusion detection models without pooling their network records, but federated 

learning remains vulnerable to corrupted training updates. Collaborative training also creates a need to 

reconstruct how a deployed model was produced and approved. This conceptual paper develops an 

architecture and evaluation protocol that examine poisoning resistance and auditability as separate 

outcomes. A focused review informs an institutional threat model, off-chain update screening, robust 

aggregation and permissioned records of model lineage. The protocol compares ordinary federated 

averaging, independently witnessed signed logs and blockchain-backed coordination under matched 

training conditions. Public intrusion detection datasets support controlled institutional partitions, which 

are distinguished from real deployments. The analysis shows why authenticated provenance cannot 

establish label correctness or update safety. It identifies targeted attack success, worst-institution 

detection performance, honest-client exclusion, evidence reconstruction and infrastructure cost as 

complementary evaluation endpoints. No training experiments or measured improvements are reported. 

The contribution is a controlled study design for determining whether shared ledger custody offers 

practical accountability beyond a strong signed-log alternative. 

 

Keywords: federated learning; intrusion detection; model poisoning; permissioned blockchain; 

provenance; institutional cybersecurity. 

 

1. Introduction 

An institution sees attacks through its own network traffic, whereas a campaign may affect several 

organisations. Sharing knowledge could improve detection, but transferring traffic records creates 

confidentiality and access-control concerns. Federated learning addresses this difficulty by exchanging 

locally trained model updates rather than combining raw records (McMahan et al., 2017). For colleges 

and research organisations, participation is usually institutional and governed by an agreement. 

Local data retention does not secure the learning process by itself. A compromised server, malicious 

insider or unreliable labelling process can produce harmful updates. Targeted poisoning may cause 

selected malicious traffic to be classified as benign while leaving overall accuracy relatively high 

(Bagdasaryan et al., 2020). Evaluation must therefore examine particular attack outcomes as well as 

average detection performance. 

A second concern is accountability. Investigators may need to identify the parent model, preprocessing 

version, accepted contributions and approval decision behind a deployed detector. Blockchain-supported 
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federated intrusion detection already appears in earlier research (Preuveneers et al., 2018). The 

contribution proposed here is consequently an evaluation framework, rather than the first combination of 

these technologies. 

1.1 Research problem and objectives 

The research problem is to assess collaborative intrusion detection when institutions have different 

traffic distributions and some contributors may be malicious. The assessment must distinguish defenses 

that change the learned model from records that preserve evidence about training and deployment. 

The study has four objectives: define the adversary and trust boundaries; specify an institutional learning 

and provenance architecture; design reproducible poisoning and heterogeneity tests; and compare 

blockchain-backed accountability with a signed-log system under equal evidence-retention conditions. 

1.2 Research questions and propositions 

Research question Testable proposition 

RQ1 Does provenance alone change poisoning 

outcomes? 

P1 Identical updates and deterministic decisions 

produce the same model regardless of audit 

storage. 

RQ2 How do defenses behave under institutional 

diversity? 

P2 Robust processing may reduce poisoning while 

excluding honest minority contributions. 

RQ3 Does a ledger improve independent 

reconstruction? 

P3 Shared records may resist selected history 

alterations within explicit fault assumptions. 

RQ4 What operational costs follow? P4 Ledger coordination adds infrastructure and 

evidence-management costs that require 

measurement. 

 

2 Related research and evaluation gap 

2.1 Federated optimisation and poisoning 

McMahan et al. (2017) establish iterative model averaging as a practical federated learning approach. Li 

et al. (2020) address statistical and systems heterogeneity through FedProx. Together, these studies 

support clean heterogeneous controls: weak performance can arise from differences between institutions 

even when no participant is malicious. 

Bagdasaryan et al. (2020) demonstrate targeted compromise through model replacement. Fung et al. 

(2020) examine coordinated contributors in Sybil settings. These threats motivate separate tests for 

corrupted data, manipulated updates and coordinated influence. Institutional enrolment can restrict 

duplicate identities, but genuine enrolled organisations may still collude. 

Krum, coordinate-wise median and trimmed mean offer approaches to Byzantine-robust learning 

(Blanchard et al., 2017; Yin et al., 2018). Their assumptions must be checked before use. Non-IID 

institutional data can undermine the usefulness of treating distance from the majority as evidence of 

malice. FLTrust additionally depends on a protected root dataset whose representativeness requires 

scrutiny (Cao et al., 2021). 

2.2 Provenance and confidentiality 

Preuveneers et al. (2018) investigate chained records in federated anomaly detection, while Mehammed 

et al. (2025) develop blockchain-audited federated learning. The W3C provenance model provides a 

complementary vocabulary of entities, activities and agents (Moreau & Missier, 2013). Model versions 

are entities; training and aggregation are activities; institutions and reviewers are responsible agents. 
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Provenance describes recorded events and their supporting artifacts. It does not establish that labels are 

correct or that a submitted update is safe. Similarly, data locality is not a complete privacy guarantee: 

gradients may reveal training information under particular conditions (Zhu et al., 2019). Secure 

aggregation can conceal individual updates (Bonawitz et al., 2017), but ordinary secure summation 

conflicts with screening that requires those individual updates to be visible. 

2.3 Evaluation gap 

This focused review is purposive rather than systematic. Its contribution is a comparison that separates 

statistical defense from evidence infrastructure, includes a strong signed-log alternative, measures 

honest-client exclusion, and tests whether retained evidence supports independent reconstruction. These 

features make a ledger’s incremental value assessable without treating transaction counts or aggregate 

accuracy as proof of security. 

 

3 Research methodology and threat model 

The study is an exploratory design paper based on primary research and technical documentation. It 

combines literature-informed requirements, a threat model, an architecture and a proposed experimental 

protocol. It reports no interviews, institutional traffic collection or executed training experiments. The 

evaluation unit will be an independently seeded consortium run. Individual institutions and repeated 

rounds within a run are nested observations, not independent replications. 

The threat model separates external network attacks, which the detector should recognise, from internal 

training attacks, which seek to corrupt it. Malicious clients may change local labels, manipulate updates 

or coordinate within a declared per-round budget. That budget is reported as both a fraction of active 

institutions and the influence weight available before defensive processing. 

Evidence attacks form a separate family. They include artifact modification, replay, missing reports and 

inconsistent histories. A stolen signing key is also considered: a valid signature identifies the credential 

used, but does not prove who controlled it. Malicious ledger operators are tested only where the selected 

consensus configuration supplies a corresponding fault model. 

 

Table 1 Threats and evaluation evidence 

Threat Proposed control Required evidence 

Poisoned data or updates Screening and robust 

aggregation 

Targeted attack success and 

detection deterioration 

Replayed or wrong-parent 

update 

Round and parent-model 

checks 

Explicit acceptance and 

rejection records 

Altered stored artifact Commitment and signature 

verification 

Mismatch against retrieved 

artifact bytes 

Conflicting histories Independent witnesses or 

ledger replicas 

Cross-reviewer consistency 

checks 

Lost evidence or unavailable 

nodes 

Retention and availability 

policies 

Retrieval failures and 

incomplete rounds 

Gradient or metadata 

exposure 

Restricted access and 

minimal records 

Access audit and separate 

privacy assessment 

 

http://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR260590224 Volume 8, Issue 5, September-October 2026 4 

 

Initial experiments assume a common feature contract and a protected validation reference. Dedicated 

stress tests then relax these assumptions. Full compromise of the validation service and faults beyond the 

declared consensus threshold are outside the primary resistance claim. Their operational consequences 

should still be documented. 

 

4 Institutional architecture 

4.1 Membership and feature contracts 

Each institution receives an organisational identity with defined training, review and administration 

roles. Enrolment, certificate renewal, revocation and key rotation follow a consortium agreement. 

Creating extra local processes does not increase an organisation’s permitted influence. Historical records 

remain available after membership changes. 

A versioned feature contract defines feature names, order, units, missing-value treatment and label 

mappings. Every update identifies its parent model and preprocessing version. Scaling and other fitted 

transformations use training data only. The initial evaluation uses a shared model architecture; 

personalisation remains a later extension so that aggregation comparisons retain a clear interpretation. 

4.2 Evidence storage and verification 

Traffic records, model-update arrays and full validation reports remain in encrypted off-chain 

repositories. The ledger records organisational identity, round, parent-model commitment, update 

commitment, preprocessing version, report reference, acceptance or rejection reason, and resulting 

model commitment. Rejected submissions retain an explicit status instead of disappearing from the trail. 

Commitments require a specified collision-resistant hash and canonical serialization, including tensor 

names, shapes, order and numerical representation. An authorised verifier retrieves artifacts and checks 

their bytes. Sensitive low-entropy metadata may require nonce-based commitments with restricted nonce 

access; this measure is not a complete privacy guarantee. Validators recompute numerical properties 

rather than trusting client-reported values. 

 

Table 2 Learning decisions and evidence boundaries 

Processing layer Main action Evidence boundary 

Institutional training Retain traffic locally and 

submit signed update 

Parent model and feature-

contract version 

Off-chain validation Check validity, screen and 

aggregate 

Protected updates and 

complete test reports 

Shared evidence records Commit event references and 

dispositions 

Witnessed signed log or 

permissioned ledger 

Release and local inference Approve exact model and 

deploy locally 

Approval record linked to 

model commitment 

 

The validation service can inspect individual updates in this configuration. Confidentiality from that 

service is therefore not claimed. Ledger endorsement verifies required authorisations and event 

consistency; it cannot establish the scientific adequacy of a validation test. Inference remains local and 

does not require a transaction for each network flow. 
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4 Proposed institutional architecture continued 

4.3 Screening and aggregation 

For K institutions, let Lₖ(w) denote local loss and qₖ a declared nonnegative weight. The shared training 

objective is: 

L(w) = Σₖ qₖLₖ(w),     qₖ ≥ 0,     Σₖ qₖ = 1.                         (1) 

Equal institutional weighting uses qₖ = 1/K. A separate sample-weighted baseline uses training counts 

capped under consortium policy. Signed counts remain assertions unless independently checked. 

Comparable audit configurations retain identical weighting choices. 

For submitted update Δₖ,ₜ, admission checks identity, round freshness, parent model, dimensions and 

finite values. Optional off-chain screening checks reference-set deterioration and update magnitude. 

Accepted updates are clipped to a predeclared norm bound C: 

Δ̃ₖ,ₜ = Δₖ,ₜ min(1, C / ‖Δₖ,ₜ‖₂), with Δ̃ₖ,ₜ = 0 if Δₖ,ₜ = 0.       (2) 

For accepted set Aₜ and aggregation rule R, the next candidate is: 

wₜ₊₁ = wₜ + R({Δ̃ₖ,ₜ : k ∈ Aₜ}).                                      (3) 

Clipping limits magnitude but does not remove every harmful direction. Coordinate-wise median and 

trimmed mean are evaluated separately. Trimming levels and participant minima must be feasible. 

Optional Krum and FLTrust comparisons retain their original admissibility and root-data requirements. 

If too few updates remain, the round fails and the last approved model stays active; these failures count 

toward availability outcomes. 

4.4 Approval recovery and governance 

Aggregation creates a candidate rather than an automatically approved deployment. Independent 

reviewers check its tests and lineage against a declared release policy. The release record identifies exact 

model bytes and the evidence bundle. Quarantine or rejection includes a reason and a review route for 

honest but unusual contributors. 

Rollback selects a previously approved checkpoint. It cannot erase poisoning already propagated 

through later models; recovery may require retraining from an earlier clean checkpoint. Time, success 

and evidence requirements for this process are measured. 

Hyperledger Fabric is a possible implementation (Androulaki et al., 2018). Raft supports crash-fault 

tolerance, whereas BFT ordering addresses a bounded set of malicious orderers (Hyperledger Fabric, 

n.d.). A four-orderer, one-fault experiment requires genuinely independent administration and the 

selected implementation’s assumptions. Ordering consensus and institutional release endorsement 

remain separate controls. 

 

5 Proposed evaluation protocol 

5.1 Benchmarks and institutional partitions 

CIC-IDS2017 and UNSW-NB15 provide documented public benchmarks (Canadian Institute for 

Cybersecurity, n.d.; UNSW, n.d.). Each is evaluated separately because its features and attack taxonomy 

differ. Their age and traffic-generation setting limit claims about present institutional networks. 

Simulated clients are benchmark partitions, not evidence of a real consortium deployment. 

Training, validation and testing are separated before assigning clients. Identifiable duplicate or near-

duplicate groups remain within one split. Temporal or capture-session separation is preferred; grouped 

splitting is used when suitable timestamps are unavailable. Test records never determine preprocessing 

http://www.ijfmr.com/


 

International Journal for Multidisciplinary Research (IJFMR) 
 

E-ISSN: 2582-2160   ●   Website: www.ijfmr.com       ●   Email: editor@ijfmr.com 

 

IJFMR260590224 Volume 8, Issue 5, September-October 2026 6 

 

parameters, clipping bounds, screening thresholds or hyperparameters. Feature exclusions are justified 

by leakage risk and deployment availability and recorded in the manifest. 

The protocol proposes K = 5, 10 and 20 simulated institutions under approximately IID, label-skew and 

quantity-skew partitions. Dirichlet label allocations with α = 0.1, 0.5 and 1.0 offer controlled skew 

levels, subject to documented minimum sample sizes. Capture-group or unseen-time tests provide 

complementary challenges where metadata permits. Client-level class coverage and absent classes are 

reported explicitly. 

5.2 Model and training controls 

An initial tabular model uses two hidden layers of 64 and 32 units. Starting choices are Adam, learning 

rate 0.001, batch size 128, three local epochs and a maximum of 100 communication rounds. These are 

proposed pilot settings rather than established optima. Binary detection is evaluated first; multiclass 

outcomes are analysed separately under a shared label mapping. 

A clean validation pilot sets a small hyperparameter grid, screening rules and clipping bounds. These 

choices are frozen before attack evaluation. Test thresholds are not adjusted afterwards to improve 

results. Local-only training provides a deployment reference. A pooled-data model may supply an 

experimental reference where licensing permits, without implying that institutions should pool their 

operational records. 

5.3 Matched comparisons 

Within each comparison, systems share feature schemas, model initialisation, participation schedules, 

partitions, attacks and test sets. Signed logs include cryptographic signatures and independently retained 

witness checkpoints. Both evidence systems receive equal artifact-retention budgets and equivalent 

reviewer access. Comparing a ledger with an unsecured text file would overstate its practical 

contribution. 

5 Proposed evaluation protocol continued 

Table 3 Configurations separating model defense from audit infrastructure 

Code Learning configuration Evidence infrastructure 

B0 Federated averaging and 

input-validity checks 

Ordinary coordinator records 

B1 Identical updates and 

decisions to B0 

Signed append-only log with 

independent witnesses 

B2 Identical updates and 

decisions to B1 

Permissioned ledger with 

matched artifact retention 

B3 Screening, clipping and one 

robust aggregation rule 

Signed log with independent 

witnesses 

B4 Identical defense and 

decisions to B3 

Permissioned ledger with 

matched artifact retention 

Fixed-update replay first isolates evidence infrastructure: B1 versus B2 and B3 versus B4 retain the 

same interventions. A separate experiment allows governance to act on evidence under equal rules and 

investigation resources. Any prediction benefit in that experiment is traced to changed action or timing, 

rather than directly to the storage mechanism. 

5.4 Adversarial and infrastructure scenarios 

Malicious-client budgets are 0%, 10%, 20% and 40%, restricted to feasible client counts and algorithm 

assumptions. Integer rounding and effective adversarial weight are disclosed. Clean runs measure the 
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cost of each defense before poisoning is introduced. Exceeding an algorithm’s admissible fault budget is 

identified as a stress test, not treated as a violation of its theorem. 

Poisoning scenarios include label corruption, constrained update manipulation and targeted 

misclassification. Targeted perturbations must represent network-valid behaviour and use a predefined 

eligible test set. Arbitrary changes to derived flow statistics can create impossible records. Adaptive 

attackers know the screening policy, so resistance is not inferred solely from rejecting a simple fixed 

perturbation. 

Evidence scenarios introduce altered artifacts, wrong-parent submissions, repeated messages, missing 

reports and inconsistent histories. Validly signed poisoned updates are included because correct 

provenance can coexist with failed statistical defense. Reviewers reconstruct events against evaluator-

held scenario ground truth. 

Availability scenarios include client dropout, validator loss, ordering delay and unavailable off-chain 

storage. Receipt acknowledgment is distinguished from confirmed commitment. Timeouts, incomplete 

rounds and retained stale models remain visible in operational results, even where they do not directly 

change classification accuracy. 

 

5 Proposed evaluation protocol continued 

Table 4 Outcomes and operational definitions 

Outcome Measure and interpretation 

Detection utility Macro-F1, class recall and benign false-positive rate, reported globally and per 

institution, including the worst institution. 

Targeted compromise Eligible attacked malicious examples predicted benign divided by the 

predefined eligible attacked set. 

Poisoning deterioration Clean-minus-attacked performance under paired settings and equal budgets. 

Honest-client exclusion Rejected honest updates divided by eligible honest submissions, stratified by 

institution and partition. 

Evidence completeness Required evidence items retrieved and verified divided by all required items; 

missing artifacts count as failures. 

Reconstruction success Correct reconstruction of parent model, included contributions and release 

decision against hidden scenario ground truth. 

Operational cost and 

recovery 

Round duration, commit latency, traffic, CPU, storage, failed rounds, and time 

to an approved uncontaminated checkpoint. 

 

Benign false-positive rate is FP/(FP + TN), with benign traffic as the negative class. The targeted-attack 

denominator is fixed before comparison. Macro-F1 treatment of absent classes is predeclared. Overall 

accuracy is secondary because frequent benign observations can conceal rare attack failures. Reviewers 

distinguish evidence of a credentialed submission from an unsupported attribution of malicious intent. 

5.5 Statistical analysis and reproducibility 

The initial plan proposes ten independent seeds per feasible condition. A pilot assesses variability and 

cost before the final replication count is registered. Paired partitions and seeds support absolute 

difference estimates with run-level bootstrap confidence intervals. Repeated rounds and individual flows 

are not counted as independent experimental replications. Multiple-comparison families and corrections 

are declared if formal tests are used. 
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Primary endpoints are targeted attack success, worst-institution macro-F1, honest-client exclusion and 

reconstruction success. Operational thresholds accompany statistical uncertainty. Reproducibility 

requires dataset hashes, split manifests, code, seeds, model settings, attack budgets, defense parameters 

and machine specifications. Audit replication additionally requires event schemas, consensus settings, 

endorsement rules and retention policies. Byte-verified deterministic replay is distinguished from a new 

run with similar scores. 

 

6 Conceptual analysis and discussion 

The architecture supports four deductions. First, matching a commitment verifies consistency with 

registered bytes, not the correctness of labels or the safety of an update. Detecting later alteration 

requires an authentic commitment, available artifacts and actual verification. Lost evidence, 

compromised original inputs and stolen keys remain distinct failures. 

Second, identical update tensors, deterministic aggregation and unchanged interventions produce an 

identical model trajectory. Audit storage supplies no additional term in Equation 3. Where numerical 

execution is nondeterministic, random streams and execution conditions must also be controlled. Any 

ledger-associated performance gain therefore requires an identified pathway, such as earlier quarantine 

or more reliable release review. 

Third, institutional diversity can resemble suspicious behaviour. A specialised laboratory may submit an 

honest update unlike the majority. An attacker can also preserve ordinary update magnitude while 

damaging a narrow decision boundary. Per-institution performance, clean heterogeneous controls and 

honest-client exclusion are needed to distinguish these cases. 

Fourth, an audit trail is useful only when supporting evidence is retrievable. Replicated commitments 

cannot reconstruct missing update arrays or reports. Evaluation should test usable evidence bundles 

rather than transaction volume. A ledger is most plausible where institutions need shared custody and do 

not accept a sole historian; witnessed signed logs may otherwise be sufficient. 

 

7 Ethics limitations and future research 

Initial work uses public benchmarks under their usage conditions and confines adversarial tests to an 

isolated environment. A later institutional pilot requires documented authorisation, restricted access, 

retention controls and appropriate review. Raw payloads, credentials and personal identifiers are 

excluded from shared records. Participation timing and organisational metadata may still disclose 

sensitive information. 

The principal limitation is the absence of an evaluated prototype. Detection gains, infrastructure costs 

and institutional acceptance remain unmeasured. Benchmark partitions simplify operational diversity; 

the focused review is not exhaustive. Individual-update inspection creates a trust boundary at the 

validator. Future work should implement the matched comparators, test adaptive attacks and evidence 

loss, then assess drift, analyst usefulness and privacy-preserving validation in an authorised pilot. 

Funding, conflicts, assistance and author contributions require accurate journal-specific declarations. 

 

8 Conclusion 

Poisoning resistance and auditability require separate evidence. Robust processing may limit harmful 

contributions, while verifiable records support investigation and recovery within explicit trust 

assumptions. The proposed protocol tests both against a strong signed-log comparator, retaining 
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institutional diversity, evidence availability and operating cost as central criteria. Quantitative claims 

require implementation and independent evaluation. 
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